ORACLE DATABASE
SECURITY AUDIT CLASS

* SYSTEMATIC APPROACH
TO SECURING ORACLE

* CONSTANTLY UPDATED
COURSEWARE

* FROM LEADING ORACLE
SECURITY EXPERT

* FROM CRADLE TO GRAVE
SECURITY IS COVERED

* RON REIDY AN
EXPERIENCED INSTRUCTOR

* AFFORDABLE PRICING

COURSE OVERVIEW

From the author of the original “SANS - Oracle security training class” comes
this course, providing you with the fundamentals of how to review an Oracle
database for security problems. It provides you with the answers to the
question why something is a problem and not only teaches you how to run
automated tools or how to use an (short lived) exploit to hack into the
database. You gain the knowledge to understand why something is an issue
and what impact it can have. The course includes a complete simulated audit
that runs through a step-by-step Oracle database security audit. Each area of
the Oracle security audit is demonstrated and explained in detail by the
instructor Ron Reidy, a veteran in database security. Mr. Finnigan is the
author of this course and he is constantly updating the material. All supported
versions of Oracle from 9iR2 through Oracle 11g are covered in the course
material that is presented over a period of two days. Some of the high lights:

o Background to key database files, structures and configurations

o Oracle security tools and checklists

®  Exploiting Oracle, SQL Injection, and escalation of privilege

o Setting up for an audit, gathering tools, and access

[ ] Software installed, versions and attack surface

o Enumerating users, password strength

(] Assessing users, privileges and RBAC

®  Auditing the Oracle database association with the file system

®  Audit Oracle networking

o Review the audit trail

® AND MORE!!!
Disclaimer: ORACLE is a registered trademark of Oracle Corporation and/or its affiliates. SANS is a
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